The European Union considers new systems that
could serve in the defence industry to be crucial in
securing its own defence. Nevertheless, it has set
aside only about half a billion euro for 27 countries
for the period of seven years. Innovative companies
with disruptive technology also operate in Slovakia
and some of them received EU contributions.
From artificial intelligence (AI), big data, through
autonomous systems and hypersonic weapons to
robotics or biotechnology: these are the technologies
that are at the heart of the debate on how to
strengthen the EU's strategic autonomy in security
and defence.

(2)

(3)

Emerging and Disruptive Technologies (EDT) have the
potential to change and improve military capabilities,
operations, and overall strategies. Exactly as was the
case in the past, when horse-drawn carriage,
gunpowder, or the invention of the atomic bomb
were involved in human conflict.
"Disruptive defence technology" is characterized by
the European regulations as “enhanced or completely
new technology” that brings about a "radical change,
including a paradigm shift in the concept and conduct
of defence affairs". According to the European
institutions, the development of such technology is
"high-risk, (but) with a high potential impact", and it
can often be applied not only in the defence, but also
in the civil or space industries. That is the reason why
this is one of the ’EU priorities in the debate on
strategic autonomy.
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INITIATIVES
Since 2016, the EU has been involved in a number of
important initiatives aimed at strengthening the
European Defence Technological and Industrial Base
(EDTIB). The EU includes the following among these
initiatives:
(1) The Strategic Compass, which should be
ready at the beginning of 2022. As an
essential strategic document, the Compass
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will be based on a common perception of
threats and security challenges, as well as the
setting of realistic goals. As a result,
technology planning and investment will be
framed by policy guidelines in the form of
specific priorities;
Permanent Structured Cooperation (PESCO),
which involves 26 countries in the
development of specific capabilities and
technology;
The European Defence Fund (EDF), which
allocates funds for defence activities. As
much as a third, which is € 2.65 billion of the
total budget (€ 7.95 billion in the Multiannual
Financial
Framework
2021-2027),
is
earmarked for funding of research activities.
The rest (€ 5.3 billion) is to be complemented
by co-financing of the development phases of
selected projects. In addition, the EDF
Regulation addresses the disruptive defence
technologies directly. Indeed, most European
industries in this area depend on sectoral
innovations from non-EU companies. In this
regard, at least four to eight percent of
project funding (i.e., more than € 318 to 636
million) is expected to translate into this type
of innovation. As disruptive technologies may
also be based on concepts or ideas that come
from non-traditional defence players, the
fund should allow sufficient flexibility to
involve different stakeholders;
The recently agreed Action Plan for
Synergies between the Civilian, Defence and
Space Industries from February 2021 (the socalled Three-Point Belt Plan) can act as a
multiplier for other initiatives as it focuses
EU's various investment portfolios on
emerging and disruptive technologies that
are key to more than one sector. The Action
Plan builds on the European industrial
strategy issued by the Commission in March
2020;
The European Commission also continues to
prepare the so-called EU Observatory for

Critical Technologies, which will be funded by
EU´s own resources. In collaboration with the
European Defence Agency (EDA) or the EU
Joint Research Centre (JRC), the centre is to
provide " regular monitoring and analysis of
critical
technologies,
their
potential
applications, value chains, needed research
and testing infrastructure, desired level of EU
control over them, and existing gaps and
dependencies.". At the same time, it will
publish a confidential-regime report on
critical technologies every two years for civil,
defence and space industries and monitor
dependence on non-European industries;
(6) The European Defence Agency (EDA) alone
claims to work in the field of EDT in two
areas: T the first, conceptual area provides
definitions, proposes monitoring and outlines
the action plan. In the second, practical area,
it seeks to identify emerging technologies,
evaluate their disruptive potential, and
support collaborative projects in this area.
Specifically, this is the so-called Overarching
Strategic Research Area (OSRA). The EDA has
a separate budget allocation for EDT
research.
The European Union and its Member States’ EDT
investments cannot match those by the global
powers, including China and the United States. As
with other technologies, the later the investment
begins, the wider the gap between the latecomers
and the leaders.
So far, European defence spending has not been
fundamentally affected by the economic crisis which
was caused by the pandemic. However, given the
expected long-term consequences and the dramatic
increase in sovereign debt across the EU, cuts in
defence budgets cannot yet be ruled out. Experts are
therefore concerned that research and development
will be the first area to bear the brunt of austerity.

THE PIVOTAL TECHNOLOGY FOR THE EU
Nowadays, there are many specific technologies that
have the potential to change the defence sector and
the battlefields. However, the European Parliament's
think tank emphasizes the importance of six,
especially from the European market’s perspective.
(1) Artificial intelligence, machine learning and
big data. From the EU's point of view, these
are software technologies that can analyse
and interpret huge masses of data thanks to
advanced computing technology. This data
then allows to gain strategic superiority on
the battlefield. Decisions can be made faster
as the system evaluates the options more
efficiently. However, when an attack, such as
a cyber-attack, is launched by artificial
intelligence, detecting its origin becomes
much more difficult.
(2) Advanced robotic and autonomous systems.
These are technologies that allow the
operation of unarmed systems but also have
other, advanced capabilities. Moreover, they
operate without human supervision or
control. Their advantage is the speed of use,
a large space in which they can operate but
also precision. This is not only related to
ensuring a correct deployment and
intervention but also reduces the risk of
collateral damage. On the other hand, the
possibility of their proliferation is a risk,
especially because their production is
becoming increasingly cheaper.
(3) Biotechnology. Biological systems or
innovations in life sciences with advanced
properties include, for example, genetically
modified bacteria but also physical or
cognitive
improvements
or
modern
treatment methods. The integration of this
technology with robotic or autonomous
systems can deliver an even greater impact.
However, there is also a growing risk of

increasingly simple armament by biological
weapons.
(4) Transmission technologies with a new
effect. Thanks to these concepts, various
types of ammunition or other objects can be
moved from one part of the planet to another
at a tremendous speed and with unparalleled
accuracy. These are hypersonic weapons,
directed energy weapons (DEW), or sonic and
acoustic systems. At present, the
proliferation of hypersonic weapons and the
new race of world powers in securing the
technology cause a great deal of concern.
(5) Satellites and space technology and assets.
Technologies that allow access to space or
they are located in space and allow
operations there. This is also an environment
where the race between the countries
intensifies, for example, thanks to reusable
launch systems or missiles.
(6) Man-machine
interface.
These
are
technologies that enable interaction
between a computer and a human, including
the transfer of information or the
cooperation of people and devices.
Communication of stimuli between humans
or computers (brain-to-brain or brain-tomachine) or interactive learning can also
assist to navigate complex scenarios directly
on the battlefield. However, the risks of
unintended consequences or failures are still
high.
Other technologies that analysts regard as highly
relevant to the future of security and defence include,
for example, systems that run on advanced energy
sources. This also includes the development and
production of innovative materials, quantum
technology,
data
storage,
modern
telecommunications, or sensor and radar
technologies.

RECOMMENDATIONS
The European Commission is currently approaching
EDT not only in the context of defence and security
but rather in terms of technological innovation and
industrial development. Nevertheless, it continues to
set standards also from the ethical perspective of
using these modern tools. The Commission also
considers this as its most important role.
However, in addition to setting and adhering to
ethical principles, many organizations have in recent
years made a series of recommendations for
countries or governments on how to approach EDT
and improve its potential.
The European Parliament's think tank recommends
that EU member states launch a wide range of
initiatives claiming the key to success will be to
identify their appropriate combination with political
decisions. These should be accompanied by
appropriate planning, ongoing monitoring, and
evaluation, as well as ex ante analyses. At the same
time, they must have a clear link to the overarching
intervention logic.
Where possible, states should emphasize a
technology-agnostic approach. This means that their
application is suitable for addressing several
challenges at once. Last but not least, the
involvement of other sectors is also one of the
recommendations as the pace at which technologies
are evolving today is far from compatible with the
"speed" of robust defence development or
procurement. Therefore, facilitating access to
procurement or research for companies that do not
traditionally deal with defence technologies is one of
the options.
Similarly, the latest recommendations for the US
Congress, prepared by the Congressional Research
Service, point out that funding is insufficient also in
the United States. The suppliers are suffering under
the pressure of changes in funding as the process of
EDT development tends to be demanding in terms of
time and money and still does not guarantee return

on investment and is risky. . This reduces the ability of
companies to hire and retain skilled workforce and
ultimately achieve the required level of efficiency.

certification processes. The company also develops
"tailor-made" software for various application areas,
including aviation, transport, and logistics.

Further, Washington is also struggling with portfolio
fragmentation, which leads experts to advise a more
holistic approach enabling combining and integration
of technologies. Streamlining of rules and access but
also cooperation with the private sector is yet
another recommendation. The 2018 study confirmed
that it will take up to 81 months in the US from the
needs analysis and definition phase to the delivery of
basic operational capability. In contrast, a similar
process in a private company takes six to nine
months.

The unique software developed by 3IPK is also based
on blockchain technology. It allows you to track
certification and other key data in the aviation
industry in a traceable and immutable manner. The
European Space Agency (ESA) is one of the company's
prestigious partners.

The North Atlantic Alliance is much more active in
addressing EDT. In 2019, it prepared a roadmap for
their implementation (Emerging and Disruptive
Technology Implementation Roadmap). At the most
recent summit in Brussels in June 2021, NATO leaders
also agreed to launch a civil-military Defence
Innovation Accelerator for the North Atlantic (DIANA)
and to establish a NATO Innovation Fund.

SLOVAK INDUSTRY
There are also companies in Slovakia that deal with
emerging and disruptive technologies in the defence
industry. Most of them are grouped in the Association
of Security and Defence Industry of the Slovak
Republic. The association too is convinced that
considers the booming trend of EDT in the security
and defence industry to be of "fundamental
importance". “Through new technologies, countries
will be able to respond to current and future security
challenges,” the association's executive director
Stella Bulejková told EURACTIV Slovakia.
Having worked on its own blockchain protocol called
DCore since 2015, DECENT Group, for example, is a
"unicorn" on the Slovak market. The protocol
simplifies, distribution of digital content, execution of
payments or monitoring of logistic chains and

SPINEA, the mechanical engineering company is
involved in the development, production and sale of
high-precision bearing reducers and actuators. In
addition to the defence industry, they are used in
robotics and automation, in the machine tool
industry, healthcare technology, but also in food
industry and packaging equipment. The nuclear
particle accelerator at CERN in Switzerland represents
a specific example of application for their products.
According to the Association of the Security and
Defence Industry of the Slovak Republic, SPINEA is
currently the "only original European manufacturer"
of this technology, while "competing globally with
three Japanese companies", which are global leaders
in the segment.
NG Aviation is developing a unique software product
that enables air traffic control using digital data. In
addition to safety, the software also contributes to
monitoring and reducing emissions or streamlining
flights in the context of overall capacity. The company
even received a grant support from the European
Space Agency for their product that is the only-of-akind in the global context.
SEC Technologies develops laser remote detectors.
These are designed for the detection, identification
and measurement of chemical warfare agents and
toxic industrial substances. Its Falcon 4G is the only
active remote detector for radiation, chemical and
biological protection in the market.
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